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Test Your Understanding

1.
a) Distinguish between targeted attacks and target-of-opportunity attacks.

A: While targeted attacks aim at specific organizations target-of-opportunity attacks attack organizations at random and exploit known vulnerabilities, these type of attacks are dominant today.

b) Which of these types of attack is more common?
A: Targets-of-Opportunity
5.
a) What is the purpose of host scanning?
A: Host scanning is one way to identify potential victims

b) How does ping scanning work?
A: After finding out which block an organization might have, ping scanning sends ICMP packets to find “Live” hosts.

c) Why are ping scans often not effective?
A: Because now most firewall are configured to stop pings (ICMP echo messages) from outside the organization.

d) Why are SYN/ACK scans done?
A: SYN/ACK scans are the answer to the firewall’s attempts to block network scans (pings) from outside the organization.

e) How may hosts respond to SYN/FIN messages?
A: Although it doesn’t explain this in the text I believe that most hosts would reply to this type of message.
10.
a) What three general approaches for breaking in (hacking) were discussed in this section?
A: Password guessing, Exploiting known vulnerabilities, and session hacking.

b) Why is password guessing not likely to work in most cases?
A: Because to do this the attacker would have to guess not only the password but also the username.  Most operating systems and applications now limit password guessing to a few tries, after which the users would be locked out of their accounts.

c) Which approach is used most often?
A: Exploiting known vulnerabilities happen more likely than because “using such exploits are easy and frequently effective.”

d) Why is it used most often?
A: see above

e) Distinguish among known vulnerabilities, exploits, and patches.
A: Exploits are programs written that can exploit known vulnerabilities, patches are used to “patch” or eliminate these vulnerabilities.

f) Briefly describe session hijacking.
A: During communication between two hosts, the attacker sends DoS packets to one host while sending impersonated (packets with the other host’s IP address) packets to the victim guessing mostly at the sequence number of such packets until a connection is acheived. While some operating systems have easily guessable sequence numbers just a small number of attempts would be necessary in order to take over a connection.
15.
Why is stopping DoS attacks an issue for the Internet community?
A: Because it takes the whole internet community to react to such attacks, because the IP address the attacker is using is that of the organization and most ISPs are reluctant to help because they don’t trust the organization from which such cooperation is needed.
19.
a) List ways Nimda used to propagate to other systems.
A: There were several ways and they were: using open client shares, infesting Webservers, and using the Webservers to infect other clients.

b) Why did this use of multiple propagation vectors make Nimda especially effective?
A: Because it only took 22 minutes to become the No. 1 threat of this type. It was the first of this type of worm that could use different avenues to reek havoc.
Thought Questions

1.
a) List types of attacks for which IP address spoofing will be unattractive.
A: Scanning attacks, ping scanning, TCP SYN/ACK and SYN/FIN attacks, port scanning, passive and active fingerprinting.

b) List types for which it will be attractive.
A: DoS and DDoS attacks
2.
What rules would you add to the firewall to prevent the SYN/ACK attack shown in Figure 4-8?
A: We need to adjust the firewall’s iptables with rules to log, drop, or reject such attack packets. Doing so will make it hard for attackers to scan and fingerprint a network, a very important step in their attack methods.
3.
How many packets would be sent by an attacker to port scan 100 hosts for all well-known ports?
A: 100 X 1023 = 102,300
4.
Why do Ping-of-Death, Teardrop, LAND, and other attacks require new approaches to software testing beyond those needed for error detection?
A: Because all three of these attacks at first look don’t constitute an error of sorts with the exception of a LAND attack.  Software and Firmware developers have to integrate the proper handling of these types of attack messages and keep applications from crashing.  This should be done very early in the design phase of their development and be audited and tested afterward to make sure the methods work. 
5.
List actions that must be done by Internet community members to stop DoS attacks.
A: Egress filtering must be done by ISPs and corporations, and corporations need to constantly update security on all their computers.
6.
Create a policy statement on when a user may open an e-mail attachment.
A: A user may open an email attachment only after the following criteria are met:

1. The e-mail must come from a trusted source. 

2. The e-mail must be scanned with an updated version of our virus scanner.
3. Active content must be disabled (e-mails can be read only in Text-only mode) by Outlook.
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